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Negative Security-
Related Publicit

“I don’t want
to see my
organization in
the news.”

Leverage

Nirastr
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Multiple Access Points is a security challenge

Database Cluster
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Users access information from a variety of location

USER

DEVICE

LOCATION

TRANSPORT

CORPORATION
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Enterprise Security Management
Access Control Use Case

Access Conitrol
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Types of Access Control Solutions

Execute | Delete | Terminate

= Processes —
3 Change Permissions
D Files Create | Read | Modify | Delete
g Change Permissions
T Host Configuration Read | Modify | Delete
Authentication Function Login
S URLs Access via HTTP operation
& Files Open | Download
aa)
_g Executable Scripts E)ri:gllgei Disable
= Forms HTTP GET |HTTP POST
= Application Configuration Create | Modify | View | Delete
g % User Interface Elements View | Modify
§ m  Commands Execute
< Managed Resources Create | Modify | View | Delete
Print Spool Submit (transfer outside security domain)
o Application Layer Protocol Transmit (transfer outside security domain)
5' File View | Move | Copy (to another security domain)
Clipboard Copy | Paste (to another security domain)
Removable Drive Write To (transfer outside security domain)

Booz | Allen | Hamilton

8



Profile alignment to ESM Mission
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Trust Engineering Layers available and relatively un-trusted
components/applications to compose system solutions that
enhance security posture while enabling business processes.

Levels of Trustworthiness
. Type 1, special-purpose built, H/W, S/W, non- Competitive
AU public/exclusive development, line of code Busi
Security Grade . : usiness
testing Overkill

Lower Cost / Wider Trust Threat-managed, layered, defense-in-depth, Business
Risk Range Engineering systems-based IT security Effective

High Cost / Small

Risk Range

Market-based security robustness, suspect Business
development, public-domain designs, hacker Ineffective
practice environment

Low Cost/ Top-
Limited Risk Range

Commercial

Grade
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Enterprise requires development of standards to support the ESM
solution class

Enterprise
FACTORS . ‘EX|st|Ang Prod‘ucts
» Define the boundary A ‘ ®
» Environmental Factors
» Threat Analysis ‘
» Security Objectives _
. . Tailored Standards
» Functional Requirements
o Solution ClI
» Assurance Activities olution L1ass
» Mission Requirements
» Data Flows
» Use Cases
b Interfaces _ Application of Tailored Stand
Risk Mitigation Proper
for Specified Application of
Environment Product

Tailored
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The team, so far (growing!)

We are always looking for more participants!
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Questions

» Join us at: ' »”

— http://groups.google.com/group/enterprise-security-management e

Eric Winterton

CCTL Director, Booz Allen Hamilton
— winterton eric@bah.com
— 410-684-6691
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